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MEMORANDUM FCR: The President's Fereign Intelligence Advisory Board

FUBJECT : Safeguarding Intelligence and Intelligence 5ources 3
and hiethods {Recommendation No. 20 of the i
October 4, 1961 Report to the Fresident by the :
President's Foreign Intelligence Advisory Board)

BEFERENCE : Memorandum from The Special Assistant to the
President dated 11 Cctober 1961 subject as above.

In accordance with the recommendation of the President'a Foreign
Inteliigence Advisery Board which was approved by the President, [ an
subinitting this report on actions taken to implemant Section 102 (d) (3) 1
of the National Security Act and Section 5 of the National Security Council ?
i‘irective No, 1 relating to the protection of intelligence and intelligence
scurces and methods.

The information requested is set forth in four sectiens, namely.
8. Legal Authority of the Director of Central Intelligence
for Protection of Intelligence and Intelligence Sources
and diethods,

b. Actions and Programs of CIA for Protection of Intel-
ligence and Intelligence Sources and hethods.

e. Actions and Programs of USIE for Protection of
Intellizence and Intelligence Sources and Methods.

d. Actioms and “rograms of the Clandestine Services for

the Frotection of Intelligence and Intelligence Sources
and Methods,
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1.egal futhority of the Tirector of  antral imelligence for
srotection of Intelligence and Intelligence Jources and @ ethods.

T he firet forsal assignrent of responelibility for protecting intelligence
sources and methods s contained in paragraph 10 of the residential [ ir-
ective of January 27, 1946 whick established the Matiooal Intolligence
Authority and the . entral Intelligence Tirou;p. This sestence roads, "Is
the conduct of their sctivities the Mational Intelligence ‘uthority and the
Tivector of Teniral Intelligence shall be responsible for fully protecting
intelligence sources and methads.” This provision vas the resalt of dis-
cussions during the drafting of this directive in which the military intel-
ligence agencies expressed concern becaune their intolligence material
would be acquired and retained by the new  entral latelilgence Group.

+ pcognising that the controls they had establisued within their agancies
would wot e binding om the - sstral Imtelligence Croup, they wished to
assure that the Jroup (and the Haticaa) Intelligence Authority) would be
responsible for protecting their sources and rmethods, The Ulrective as
warded, smbracos all aspaits of intelligence suurces and mathods including
the military intslligence agencias,

In the -ationa) Jecurity ot of 1947, the third proviso of 102 (d) (3}
reads, ... hat the [ irector of Central Intelligence shall be responsible
for protectiag intelligence seurces and methods frov. unauthorised dls-
closure,’ iheve is no record of amy congressiomal debate of this proviss
ar of any legislative history, and there is, therefore, no gualification
of this brond assigoment of responsibility. 7 he addition of the woriis
‘frove anaathorised disclosure” carries an implication which is oven
hronder thas the werding of the “residemtial Virective. It should be
noted, however, that the first provise of the same section of the -ational
securkty Act provides, ... 7 hat the Agency shall havz mo police, sub-
soena, law-enforcement pownrs, or intermal-sacurity functions’ and the
syosidestizl Tirective nad si:nilay langwage. It would sappear, therefare,
that (o carrying out this responsibility the Director is lmited to the
develomnent of policles and procedures designed to afford the reyuired
protection and to such lavestigations into the procedures and their admin-
stratica as {all short of police or actual internslesecurity functions.

+ ithin the Agesmcy, the Uirector has his admisistrative austhorities to
enforce his controls, but he has no sach direct authority througbout the
rest of the imelligence community or over sther recipients of the intei-
ilgence prodact.
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Actions and i'rograms of CIA for Trotection of
intelligence and Intelligence Sources and i‘ethods,

1. Informatiop { ontrols,

It is the general policy of the Central Intelligence Agency to disseminate
L IA produced intelligence and intelligence information enly to those depart.
ments and agencies of the U. 5. Jovernment which, in the interests of
national security, bave & need for such information. Those departments
and agencies in turn are expected to disseminate such information only to
those employees within their jurisdiction who hive a “naed to know" and
who are appropriately cleared.

¥ithin CIA the dissemnination of both UIA produced intelligence and
that intelligence received from other departments and agencies is care-
fully controlled to ensure that only those officials and employees who re-
quire the taformation in the performance of their duties are authorised
accens. The disseminstion of intelligence is under canstant review by
originators, supervisors and disseminmtion contrel polots to ensure that
the principle of "'need to know’ is properiy exercised in the praotection of
intelligence sources and methods,

A principal factor in the protection of information is the establistunent
of compartmentation of both information and activities, This is accorae
slished by organisational structure, special channels and criteria for the
handling and dissemination of information and creation of covert praject
mechanisms for the collection and exploitation of semsitive intelligence.
The information [lowing through thase systems is subject to extra controls
by rearkings, comtrol points, custody and storage, clearance of persocanel
having access and continuous manitering and frequent review to enaure the
adeguacy of the protective measures.

In the field of intelligeance operations elaborate rieasures are taken
t¢ ensure the protection of the identity of covert personnel, projects
and activities in any form of communication ceoacerning these operations.
- seadonyras, cryptonymes, allsses and other concealing devices are
atiliszed to protect intelligence sources and methods and to vrender any
commanication that may fall into smauthorized hands rslatively rmeaningless.
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4 key factor in the protection of intelligence and intelligence sources
and methods is the physical sscurity program smployed to protect Cl2
buaildings and installations both in the United 3tates and overseas. The
provisions of Executive Order 10501 are carefully foliowed and supple-
rrented to meet the special security protective requirements deesred nec-
easary for Agency interests. CIA bulldings ave umder 24 hour guard,
¥ ployees are admitted on presentation of photographic identification
badges. Visitors are admitted only on official business and always under
escort, All classified material ia strictly controlled, is stored in sales,
vaults or securs aress and is never left unattended, ‘There are cuntimucus
sscurity inspections to ensure that the protection of classified intelli-
gence iz properly maiatained and that there are no inadequacies in our
physical security program. Asy security violation is promptly dealt
with, and our regulations establish disciplinary action to be taken,

The Agency is sericusly concerned with the possible technical pene-
tration of Agency {acilities which might resuit in 8 compromise of intel-
ligeace and sgency activities. An active program of audic counter-
jueasure inspections and capabilities has been developed te nullify this
threat.

In regard ic the above measures designed to protect sgency infor-
rsation and activities, there is the fullest degres of cooperation betwean
all components ofthe Agency and the Security Cffice. Any incident or
information that indicates there i a possible penetration, an unauthorizecd
diaclosure, a loss or theft of property or intelligence docurmments rasults
in an finmediate investigation. The full assets of the Jecurity Office and
the Lgency are employed to resolve the issue. Freguently, the indication
of a possible compromise of information concerns iatelligence which has
been disseninated te other departments and agencies. Through security
liaison channels the investigation is often extended to the other depertinenis
concernsd and the other services respond with the fuliest coopsratiom,
This frequently results in a joint investigative effiort. In this manver the
Agency exercisea its conatant concern over the protection of intelligence
and vigorously pursues any indication of & weakneas in its protective system.
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rerpoanal Security.

a. Felicy: From its inception the Agency ~as recognized that 4
primary factor in the protection of intelligence is the security
reliability of intellijence personnel having access to intelligence
information. To this end, the Agency has established its poilcy

to accept for employinent only those individuals whe are of excel-
lent character, uncuestioned loyally, integrity, discretion and
trustworthinesa., Lmployraent of individuals wust be clearly
consistent with the intervests of the nationasl secarity. AU
pozitions occupied by stadf errployees are desiynated as " zensitive’

. Tlearance Frocadures: Security investigation of an applicant
is conducted by ClA. Such investigatior encoirpesses a verifi-
cation of the applicant's claired employmient, education, refer.
ences and residences. in addition, a check of appropriate Federal,
state aad local records is conducted. The investization conduciec
sxceeds the rrinlroun: standards for Federsl enwploynient as set
farth in Txecutive rder 10430, The resulis of each saecurity
investigation are evaluated by professional security personuel

and a detern.ination i3 rmade as to the auitabllity or nomsesuitability
of individualz {or szuployo-ent, In those cases where a person is
deterrm.ined nol suitable, asuch cases are personally reviewes by
the lirector of Jecurity who makes a final deterv:ination,

As part of the security investigation, applicants, upoen entraace
on duty, are accorded a polygraph interview in order to verify

partinent sscurity facters developed during investigation and to
establis® the applicamsz’ accepiability under Agency criteria,

In addition, in srder to determine the suitability of an applicant
for exuuloyment, each applicant s required teo undergo a medical
and psychiatric exascination,

¢. Security Neview: “henever persconnel actions are taken which
effect & change of an exiployee's status, 3 security review is con-
ducte:d, This would include cases of assignment oversoeas, change

in maritul status, marriage to aliens and similar happenings. The
Cdrector of Central Intellirence iz briefed by the Director of Security
on auy problerm cases so that he will be apprised continually on the
status of the Agency's security progras,
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d. leinvestigation: 1n order to eneure that employees continue to
meet the suitability criteria for employnent, & security reinvesti-
gation program is conducted ca a {ive year cycle. As part of this
reinvestigation each employee may be afforded a polygraph examing-
tion to ensure that classified information haz not been divulged to
unsuthorized persons.

e. Employee Jutside Activities: 7To ensurs that fgency personnsi
do not jeopardise their official assignment or inadvertently dis-
close classified Agency material, there are lirsitations ;lsced on
the outside activities of Agency persomnel. For sxample, all
writings for publication or speeches, whether they involve intel-
ligence or not, require prior secarity spproval; private employment
and men:bership in organizations must be approved in advance by
security and advance security approval is required for all privatz
foreign travel for which tomplete itineraries must be subrnitted

and appropriate security briefings given,

e
L ]

Security Mficers Assignment,

rrofessional career Security Nfficers are assigned to stations and
beses overseas and domestlc projects, installations and components
in every case where professional security support is indicated as neces-
sary. The Security fficer is under the direction of the < hief of Station
or Dase and is responsible for ensuring the security protection of per-
sonnel ané physical assets of the Agency. To this snd, Security “fficers
are thoroughly trained in all phases of sscurity and are capable of acting
with a minlivam of guidance from Headguarters.

4. HBriefing of "ersons Assigned verseas.

Yersonnel prior to overseas assiganments are security briefed as to
the nature and extent of the local hostile threat whick may exdst against
U, &, installations and persomnel, and acticns they raust take if they feel
they are a target of the opposition. Versonnel are also thoroughly briefed
as to hostile penetration and surveillance techniques, risk of eapture
possibilities and resistence techniques to hostile interrogations. Also
included are counteraudio dernonstrations and protective measures to be
employed. Upon arrival at the overseas station or bass, the smployese
is given additional briefings on local security, cover, oparations and
persomal conduct factors,

15. a
&
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5. Secyrity Coordimation.

In regard to our constant concern sver the poseible penetration of the
Agency, every imcident, report, suspicion or other alemaent which indicates
‘m;%mms;mmmdmmmmm:mmwmﬁ-
getion. In such instances our full resources are eraployed to resslve the
prablem. The Director of Central intelligence is kept fully informen by the
Security sificiale of incidents of this naturs and the [irector of Central
Intelligence follows them to their ultimate conclusion. The flow of security
information perteining to our employses is snhenced by the closest coordi-
nation of our Security Uffice with other security compenents of the Covern-
ment. Within the Agency there is full coordinastion between the Secerity
and Counterintelligence components for the fullest development of any
indication of posuible penstration. This extends to the Jeint working
relatienships with friendly foreign intelligence and security services for
mmmmmﬁmwiwwmmﬂthmmd
investigative leads. The Director of Ceantral Intslligence feels that omly
through the full coordination of professienal personnel in these fields can
the threat to intellizence scurces and methods be properly comtained.

Actions and Programs of USIB for Protection
of Intelligence and Intelligence :ources and Mathods,
Security Commniitee of USIB

The Jscurity Comunittes was established an binrch 24, 1959, as a
standing Coramittee of the USID for the purpose of advising, assisting and
mmmmmnmﬁmwmmammwwmde
security standards as they relate to the protection of intelligenee and of
iatelligence sources and methods from unasthorised disclosure. Further,
tie Cernmitiee is to advize and assist the F'C! in the exarcise of his
responaibilities te investizate unauthorized dlaclosures of inteliigence and
af intelligence scurces and methods,

2. kwatkn- ion of Unsuthorised Disclosures.

The Committoe has fuvestigated seves reported unauthorised dis-
closures of ciasgified intellizence. In sach instance, the Comumittee has
initiated a review of classified intelligence documenis to determins upon
which claasified report the information was based. Concurreantly, as a
part of the invesiigative action, the Corunities Initiated & vaview of areviously
published owert publications te determine whether or not the information may
bave appearcd pravisusly in the overt press.

7
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In one {nstance, an ad hoc investigative working group comprised of
investigative representatives from the USI? agencies amd departments
canducted for more than a year an exteasive investigation of an unauthorized
disclosure of highly classificd intelligence information. The ad hoc investi.
gative working group exchanged investigetive leads and wtilised other tech-
niques to aveld duplicative investigation and to ensurs thorough coverage.

3. Vresident's Uirective on ”ﬁiacl&m«e of Classified m.mrmeu of
23 May 1960,

The Fresidential [irective was recornmendsd by the Security < ommittee
a6 & result of extensive inguiries into reported unauthorized disclosures,
The IMrective called for a review of existing procedures for the control of
classified intelligence and for corrective action to be taken where there
is undue reliance upon routine administrative methods for control or where
other inndequacies are found, The responsibility of the intelligence chief
was established to assess the risk to intelligence sources and methods in
each instance where classified information was proposed for release out-
side of authorized channels,

An Agreed Culdance paper for implementing the “residential Directive
was approved by the Board on 29 June 1960. This guidance set forth as
apopropriate unifarm practices and procedures for the comtrol of classified
intelligence with special references to sensitive intelligence. At this time,
A new marking "W ARNING NOTICE « SENSITIVE SOURCES AND METHTEDS
INVOLVELD" was introduced which would clearly identify such information
As sensitive and requiring special contrels and a severely limited distribution.
Each department and agency within the intelligence community caused a
review 16 be made of its existing practices and procedures. In certain
instances, this resulted in the revision of existing departmental regulations
to ensure the better protection of sensitive intelligence.

A report of the action taken by the departments and agencies to imple-
ment the President's Dizective was forwarded to the Special Assistant to the
#resident on 4 Nevember 19660,

4. ersennsl Security Precedures as of 1 July 1960 for Intelligence “ersomnel

of USIB Member Agencies and Recommendation to Iraprove Standards
of eysonnel Gecurity.

As & result of the defection of the two NSA employees and at the reguest
of high anthority, the Director of Central Istelligence on 7 September 1960

&
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directed the Security . ommittee to outline porasonnel security procedures
linplementing Executive Order 10450 as of 1 July 1960 for those personnel
engaged In or having access to clasuified foreign intelligence information and
materials. The irector of Central Intelligence also directed the Security

< ermnmittee to consider and submit recommendations as to new or improved
measures to effect overall improvement of the standards of personnel security.

The ¢ ommittee reviswed existing persomnel security procedures and its
report dated 14 September 1960 was noted by the Board on 27 Septemnber 19¢0,
The _ommittee in a separate report recommended to the 3ocard proposed
legislation as follows: (a) establish injunctive authority to enjoin acts which
constitute an unauthorized disclosure; {b) establish an 'fficial Secrets Act
designed to overcome certain limitations in present espionage statutes; and
{c) grant to those departments and agencies desiring it, similar statutory
discretionary aathority as given the Director of Cenmtral Intelligance to dismies
emplayess. The Cornmittee also recommended that consideration be given
to expand the nurnber of positions designsted as scnsitive under ixecutive
Trder 10430,

The Soard appointed an ad hoc group of legal and security represen-
tatives to review existing legisiation and to recommend proposals in accord-
ance with the Jommittes's recornmendations. ‘The [.egislative Drafting
Group of this ad hoe subcomirittee completed its work on 2 November and
the full committee will mset to prepare its finel report and recomriendations
within the next two weeks,

5, Revision of DCII 11/2, ‘.ontrol of Dissemination and Use of Imtelligence
and Intelligence Information,

The revision of T ID 11/2 is before the US1S to achieve uniformity and
mutual understanding for the control of dissemination and use of intelligence
and istelligence information. The Committee initiated an oxtensive and
detailed review of existing practices within the community for the contral
of dissemination and use of intelligence and intelligence information. The
L ommittee also considered in detall dissemination practices of intslligence
both within the intelligence community and to other agencies and departments.

The paramount consideration in the revision of )CID 11/2 was the
protection of intelligence sources and methods. The Cemmittee introduced
a new technique of dissemination and use of intelligence whereby sensitive
intelligence would be adequately protected and whareby intelligence of a
ncnsensitive nature could be utilized to the fullest extent practicable withowt
refersnce to originating agencies.

- ’“r
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Actions and Programs of the Clandestine Sarvices for the
Froteviion of Intelligsnce and Intelligence Sourcss and Metheds.

The Clandestine Services contribute to the protection of U. 5. fersign
intelligence sources and methods, imcluding those empleyed by CIA, through
counteriateiligence sctivities abroad. These may be grouped under four
principal headinga: the scquisition of counterintelligance through operations;
resssrch based upen the ¢vunteristallience obiained and the production of
resultant studies about fereign intelligence services and the international
Cormrounist movement, the provision by CIA of clandestine counterintelli-
gence services of common concern including the maintenance of & central
index and record of foreigm counterinteliigence information; and Cli's
coordination of U, 5. clandestine intelligence and counterintslligence
sctivities abread.

A second major ssurce of counterinteiligence iz liaison exchange.
This sctivity is conducted in secordance with the Presidential Directive
of 23 Septer=ber 1958 entliled *Basic Folicy Goveralny the Release of
~lassifisd Defense Information to Forelgn Goveraments. " To safeguard
the soarces and methode wsed in the production of istelligence and countsr -
intelligence made available to liaisom, extenaive records avrs maintainsd
on the organisationsl end individual recipienta of all classified U. 5. jia-
forgaation, and records checks are comducted on recipdents to lest their
curyeni security status.

The information abtained through countersspicap e measures i
evalusted by CIA and subjecied to resenrch sad analysls, which in turn
constitutes the basis for 8 broad range of counterinteliigence reportiny
o tae U, 5. intelligence cowununity. These reporis are sanitized se
aecessary and distributed ik accordance with need to anow, in further

ie
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protection of sources and methods. In sddition, CIA source descriptions
are s0 phrased as to aid the users of the information without ldentifying

its sources, sad control designaters are employed te prescribe distridution
and handling in accovdence wiih sensitivity. The personnel, structure,
capabilities, snd modus cperandi of foreign intelligence sarvices and of

the Communist movement are preseutsd in papers ranging from: spot
reports (C3CIl's, CSI'B's, etc. ) to lengthier and meore formal presentationas,
such as, Section 56 {Intelligence and Security) of the NI5 series. Feasarch
analysis, sad reporsing of foreign technical capebilities and Ui, 5. counter-
reasures, including sudio and counteraudic iaformation, are alse conducted
by C1A. 25X1

Fimally, ClA represeatatives abrosd, functiening in accordance with
the provisions of DCID $/1, act as the comurxunity's coordinaters of U. 5.
clandestine activity abroad and through the ceordinating function are able
to gulde, hali or remedy action which is presently or poteatially dangerous
for U. 3. security imterests.

<. 7, Cabell
Ceneral, USAF
Agting Uirector

cc: The Spacial Assistant 3o the President
{or MNational Security Atiairs

1§ 1
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